PHISHING SCAM - CDC Sponsored State Vaccination Program for HIN1

CDC has received reports of fraudulent emails (phishing) referencing a CDC sponsored State Vaccination Program
for HIN1. The messages request that users create a personal HIN1 (swine flu) Vaccination Profile on the CDC.gov
web site.

An example of the phishing email is below:

Subject: State Vaccination Program

You have received this e-maii because of the launching of State Vaccination HIN1 Program.

You need to create your personal HIN1 (swine flu) Vaccination Profile on the cdc.gov website. The Vaccination is not obligatory, but every
person that has reached the age of 18 has to have his personal Vaccination Profile on the cdc.gov site. This profile has to be created both for the
vaccinated people and the not-vaccinated ones. This profile is used for the registering system of vaccinated and not-vaccinated people.

Create vour Personal HIN1 Vaccination Profile using the link:

Create Personal Profile

Users that click on the embedded link in the email are at risk of having malicious code installed on their system. CDC
reminds users to take the following steps to reduce the risk of being a victim of a phishing attack:

e Do not open or respond to unsolicited email messages.
e Do not click links embedded in emails from unknown senders.
e Use caution when entering personal information online.

e Update anti-virus, spyware, firewall, and anti-spam software regularly.

Modify/Update Subscriber Preferences | Unsubscribe | Send Feedback | Learn more about CDC Email Updates

To receive the latest news for your region, please update your profile with your country, state and zip code.
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Questions or problems? Please contact support@govdelivery.com.

Fight flu (DC

3/(' EtLU B0 R

Call B00-232-4636 » Text FLU to 87000 ' - <<

Centers for Disease Control and Prevention (CDC) - 1600 Clifton Rd - Atlanta GA 30333 - 800-CDC-INFO (800-232-4636)
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